Mit VeraCrypt einen verschliisselten Container erstellen
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VeraCrypt Volume Creation Wizard

Mount Directory Type

VeraCrypt Volume Creation Wizard

® Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive (e.g. a flash drive). Optionally, creates a hidden volume.

Abbrechen
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VeraCrypt Volume Creation Wizard

Mount Directory Type

Volume Type

® Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.
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VeraCrypt Volume Creation Wizard

Mount Directory Type

Location
Select File...

¥ Never save history

AVeraCryptvolume canreside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later
on} by moving them to the VeraCrypt container that you are about to
create now.
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Benenne deinen Container wie du magst.
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VeraCrypt Volume Creation Wizard

Mount Directory Type

fhome/alien/Name - Select File...
& Never save history

AVeraCrypt volume canreside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later
on} by moving them to the VeraCrypt container that you are about to
create now.
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VeraCrypt Volume Creation Wizard

: : Mount Directory Type
Encryption Options -
Encryption Algorithm

AES v Test

FIPS-approved cipher (xijndael, published in 1998) that may be used
by U.S. government departments and agencies to protect classified

information up to the Top Secret level. 256-bit key, 128-bit block, 14
rounds (AES-256). Mode of operation is XTS.

Benchmark

Hash Algorithm
SHA-512

Hilfe < Back Next > Abbrechen

Wabhle hier den Encryption Algorithm aus. Du kannst den Container mehrfach verschliisseln und
somit eine kompliziertere Verschiisselungstecknik verwenden.
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VeraCrypt Volume Creation Wizard

Mount Directory| Type

Encryption Options
Encryption Algorithm

AES(Twofish(Serpent)) - Test

Three ciphers ina cascade operating in XTS mode. Each block is first
encrypted with Serpent (256-bit key), then with Twofish (256-bit key),
and finally with AES (256-bit key). Each cipher uses its own key. All
keys are mutually independent.

Benchmark

Hash Algorithm
SHA-512
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VeraCrypt Volume Creation Wizard

. Mount Directory Type
Volume Size i

30 GiB ¥
Use all available free space
Free space available: 743 GiB

Please specify the size of the container to create. Note that the
minimum possible size of a volume is 292 KiB.
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Gib an wie grol§ der Container sein soll.

L

VeraCrypt Volume Creation Wizard

Mount Directory Type
Volume Password i

PaSSWOrd: 0000 BOORRN
Confirm Password: eeessssssssssss

Use PIM
Display password
Use keyfiles Keyfiles...

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be
found in a dictionary (or a combination of 2, 3, or 4 such words). It
should not contain any names or dates of birth. It should not be easy
to guess. A good password is a random combination of upper and
lower case letters, numbers, and special characters, suchas @ ~ =
$ * + etc. We recommend choosing a password consisting of 20 or
mare characters (the longer, the better). The maximum possible
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Natiirchlich solltest du ein gutes Passwort verwenden und es dir merken!
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VeraCrypt Volume Creation Wizard

Mount Directory Type

Large Files

® Yes

Do you intend to store files larger than 4 GiB in this VeraCrypt
volume?

No

Depending on your choice abave, VeraCryptwill choose a
suitable default file system for the VeraCrypt volume (you will
be able to select a file system in the next step).

Hilfe < Back Next > Abbrechen

Ich wiirde empfehlen hier ,,Yes“ auszuwédhlen, damit du das richtige Formatsystem benutzt fiir
grofle Dateien.
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VeraCrypt Volume Creation Wizard

Mount Directory Type
Volume Format i
Options

Filesystem LinuxExt3 ¥

Options

In order to enable your operating system to mount your new
volume, it has to be formatted with a filesystem. Please selecta
filesystem type.

If your volume is going to be hosted on a device or partition, you can
use 'Guick format' to skip encryption of free space of the volume.
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VeraCrypt Volume Creation Wizard

Mount Directory Type
Cross-Platform Support i

Iwill mount the volume on other platforms

Choose this option if you need to use the volume on other
platforms.

® | willmount the volume only on Linux

Choose this option if you do not need to use the volume on other
platforms.

Hilfe < Back Next > Abbrechen

Ich empfehle nur mit Linux Betriebssystemen zu arbeiten, also wahle ich das hier mit aus.
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VeraCrypt Volume Creation Wizard

Mount Directory| Type
Volume Format i

) § I? Randompool: LR R R R R R RS E R EEE RS R EE R R R EREER S DISpLayp[
Header Key:
Master Key:

Randomness Collected From Mouse Movements

Done Speed Left

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.

Hilfe < Back Format Abbrechen

An dieser Stelle wirst du aufgefordert deine Maus random hin und her zu bewegen, bis sich die
blaue Anzeige auffiillt. Du musst nicht bis zum Ende hin diese Anzeige auffiillen, aber je mehr
random gesetzte Werte, desto stdrker ist der Encryptionkey.
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VeraCrypt Volume Creation Wizard

Volume Format

Randompool: LR R R R R R RS E R EEE RS R EE R R R EREER S DISpLayp[
Header Key:
Master Key:

Randomness Collected From Mouse Movements

Done Speed Left

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.

Hilfe < Back Format Abbrechen

Mount Directory Type

Jetzt formatiere deinen Container und dann hast du es auch schon fast geschafft.
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VeraCrypt Volume Creation Wizard

Volume Created

¥

| The VeraCryptvolume has been created and is ready for use. If you
wish to create another VeraCrypt volume, click Next. Otherwise,
click Exit.

Mount Directory| Type




) VeraCrypt

Volumes Favorites Tools Settings Help

Slot | Volume Size  Mount Directory Type
=l , ; .

L

[_JE]

= 4

[

(I

)

R

;| 9

Create Volume

Volume

{horme =T Select File...

eralryp| ’ i *
veracort Never save history Volume Toaols... Select Device...

Auto-Mount Devices Dismount ALl

Waihle jetzt deinen erzeugten Container und entschliissele ihn.

Abbrechen Select a VeraCrypt Volume
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Klick auf ,,Mount®, um den Container als Laufwerk an dein Laufwerksystem anzuschliefen.

VeraCrypt

Enter password for /home/alien/Name

Password: 8] 4

Use PIM Abbrechen

Cache passwords and keyfiles in memory
Display password
Use keyfiles Keyfiles...

PKCS-5PRF:  Autodetection Options »

Gib hier das Passwort ein um den Container zu entschliisseln.
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Create Volume
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# Never save history

Unmount

Auto-Mount Devices

VeraCrypt
H E‘Lp

Size | Mount Directory Type
30,0 GiB:.I'n"mtfveracrypt‘l :Normal '

Volume Properties...

Select File...

Volume Tools...

Dismount All

Geschafft! Wenn du jetzt auf den Container klickst, 6ffnet sich dein Container. Oder du

findest diesen auch im Dateisystem.

Hier liegen deine Daten jetzt sicher und verschliisselt, wenn du diese dort ablegst.

Select Device...



